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OVERVIEW 

Objective: Benefit in terms of learning/Skill/Knowledge 

obtained: 

What is Cyber Security Awareness and Why is it 

Important for startups & new ventures. 

The participants were able to understand how to 

protect their Start ups from cyber threats 

Academic Year: Program driven by: 

2022-23 Self-driven Activity

Month: Program /Activity Name:

January Cyber Security Awareness for startups 

Program Type: Other: 

Level 1-Expert Talk ull 

Program Theme: Other: 

IPR&Technology Transfer NA 

Date &Duration (Days): External Participants, If any: 

01/05/2023-01/05/2023-0 0 

Student Participants: Faculty Participants: 
PRICL 



16 

Remark:xpenditure Amount, If any: 

null 

ATTACHMENTS 

Video https://www.awesomescreenshot.com/video/13747868?key=94398fa09cd5 If5d464aa3dba 

Photographl: 

Photograph2: fuploads/institutes/monthlyReport/Photograph2/6336-IC202015381.png 

Session plan, https://api.mic.gov.in/uploads/institutes/monthlyReport/report/5421-IC202015381.pdf 
If any: 

This report is electronically generated against report submitted on Institution's Innovation Council Portal.
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Notice

27th December 2022 

IIc-BVDUIHMCT, Pune & Entrepreneurship Development Cellis delighted to Start Ups 
Lecture Series 

The Lecture series for Startup is open for all students and faculty member of the institute. 

Participants are requested to kindly join the lecture series with the link provided below. 

DATE EVENTS TIMINGS 
RESOURCE

GMEET LINK PERSON 

05/01/2 Cyber Security 
Awareness for 11 am To| Prof Amar 

Video cal link: 

https://meet.google.com/igs 
bchy-deu 

023 
startups 12 pm Chavan

Project Based 
O5/01/2Learning 

023 
Video call link:01 pm To Prof Amar 

https://meet.google.com/man 
Awareness for 

02 pm Entrepreneurship 
Development 

Essay Writing 
06/01/2 on "Start up 

023 India/Digital 

India" 
For any Assistance, please contact 

-srki-ptt 

11 am To Prof Amar Videocall link:

https://meet.google.com/xfg- 
ybkv-utn 

12 pm Chavan

Mr.Rupcsh C.Londhe
8530079272 

Mrs. Prajakta K.Parasnis.

9890881909 Dr L.S.Chimulay

Principal & President
IIC-BVDUIHMCT, Pune 
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REPORTI 

Date: 05/01/2023 

Time: 11 am To 12 pm 

Faculty Responsible: 
Mr Amar Chavan-IPR-Co ordinator 
Ms.Ashima Deshpande. 

Student participation: 89 

Faculty participation: 16 

On 5th January 2023 on commemorate 75 years of India Independence as part of 

'Azadi Ka Amrut Mahotsav' an Cyber Security Awareness for startups lecture was 

organized by IIC-BVDUIHMCT, Pune Our Resource person Prof Amar Chavan spoke
about
What is Cyber Security Awareness and Why is it Important for startups & new 
ventures. Why is Cybersecurity Important for a Startup? 
Nowadays, eventually, daily Cyber-attacks take place on all types of businesses; however, startups are more vulnerable. According to Accenture's Cost of 
Cybercrime Study, 43% of cyber-attacks target Small and Medium Businesses, aka 
Startups, yet only 14% are equipped to protect against them. Such attacks can be 
controlled with the help of Inside protection 
Different Types of Cyber Threats You May Face as a Startup Founder
1. Ransomware 

Ransomware attacks are becoming common security risks to crucial data and 
systems. Ransomware is a malicious malware that infects your network and 
encrypts your data, systems, or devices. Hackers demand a ransom to decrypt your data and obtain access to compromised aystems. This attack appears after Covid 19, and startups with customer data are vulnerable. 
2. Supply Chaln Attacks 
The supply chain poses a major threat to application security. Attackers obtain access to your online application using your cloud or a SaaS vendor. In today's work culture of work-from-home and infrastructure cloud integrations, attackers target and exploit soft targets or vulnerabilities that are left undiscovered in the chain. 
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3. Cloud-Based Attacks

With the massiverise in clouddeployments, 
businesses are also encountering an 

increasein cloud-based attackssuch as: 

TrojanHorseVirus:Trojansare malicious programsthat pretendto do one 

activitybut executeanother.Trojansmightbe classified as attachments, 

downloads, or fraudulent videos/programs. 

Spyware: Spyware is like a Trojanhorseand installs on your computer
or 

network.It monitorsa normaluser'sactivities and sends this informationto 

third-party
attackers/ hackers.

sQL Injections:
Hackersidentifyand exploitSQL Injection 

vulnerabilities in 

web applications or websitesby inserting 
malicious code or unprotected 

inputs.Once in, 
attackers can find a way aroundsecurity

mechanisms such as 

password
verification, 

authentication, and authorization, among 
others. They 

can quicklyget 
access to the databaseof the web application and important 

data information. 

Distributed 
Deníal-of-Service: This form of cyber-attack 

involves flooding 

the application, network,or server with 
unauthorized trafic to sBow down or 

render 
unavailable the target web applications or websites to 

authorized 

users.

Cross-Site Scripting (XSSJ:XSS is a web security vulnerability that allows an 

attacker to compromise 
user 

interactions with a susceptible application. It 

allows an attacker to evadethe same originalpolicy,
whichis designed to 

keep 
different websitesdistinct. 

Cross-site scripting 
vulnerabilities often

allowan attackerto impersonate 
a targetuser,do 

whateveractivities the user 

can complete, and 
access any of the user'sdata.

CrossSite RequestForgery(CSRF/XSRF):
This is an exploit that pushes 

an 

end-user to do 
undesirable 

activities on a web application in whichhe or she 

is currenty
authenticated. An 

attackercan fool and abuseweb application 

users by using 
social engineering (such 

as providing a link through

email/chat). 
Botnet:A botnetis a 

network of 
malware-infected computers and 

networked 

devices(loT,
smartdevices,and so on) 

that 
collaborate underthe 

command

ofa single
malicious actoror attackgroup.A zombie army is another term for 

such a network,and each 
infected device is referred

to as a bot/zombie. 
From 

d 
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a few thousand to over a million hacked devices, the number of bots in a 
botnet will vary amongst zombie networks. 

4. API Threats
In the dynamic commerce era, with the rapid rise of single-page, Jamstack apps, and 

modular application design, APls have become critical to application 

connectivity/performance. Because APls have easier access to data, they are a 
primary target for attackers. Numerous vulnerabilities exist that the attackers use to 
steal the data, ranging from shoddy coding to unprotected APls. The most prevalent attack method leading to data breaches for business online applications, according 
to Gartner, will be API misuse by 2023. 
5. Phishing Attacks

Phishing attacks mislead unwary users into visiting malicious websites, clicking
malicious links, or downloading files that compromise their computers. When a user 
falls for the trap, the hacker has access to the targeted data and can also build 
backdoors to steal things or engage in other illegal acts in the future without being noticed.

Dr L.S.Chirmulay 

Principal & President 

IIC-BVDUIHMCT, Pune 
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Attendance: 

avinash bhosale
avinashbhosale2761@gmail.com 

Drishti Mali 
malidrish ti0@gm ail.com

Nikhil Patil 
nikhilpatil3121@gm ail.com 

Bhargav Gosavi 
bhargavbig@ gn afl.com 

Sugandha Kalbhor 
sugandhaka lbhor3011@gm ail.com

.YashShinde
yashuu 1832@ gm ail.comn

Prathmesh Tamboli
prathmeshtamboli916@ gamil.com 

Pruthviraj Bhagat
pruthvirajbh agat 35@gm ail.com

Sneha Sawant
07.snehasawant@ gm ail.com

Om PATIL 
omyapatil1 2@gmail.com 
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Sachin Kalshetti 
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Suraj Gupta
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Rahul Mengane 
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Kaustubh Lokhande
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.HerambKulkarni
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Nitin Patil 
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Prashant Arya 
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Harshad Pawar
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